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Abstract

As drones become more and more popular special rules for their regulation should
be created, and special systems for their management should be developed. For that
purpose, SESAR has developed a list of services and strategy of their implementa-
tion to ensure safe integration of unmanned aviation into airspace. The object of our
work is to develop a decomposed system that would match the SESAR list while
being flexible and easy to extend. To design the architecture, we were following the
IDesign framework. As a result, we provide a system with API documentation to
communicate with it.
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Chapter 1

Introduction

The world is developing faster and faster nowadays. New technologies are replacing
old ones each year. Opportunities for such new technologies appear as well.

Drones are incredibly popular: they are cheap, easy to come by, and fun to use.
They can be used for all kinds of purposes, creating a whole field of new applications
that are rapidly expanding. International reports show [26] [9] [7] that drones will
create a multi-billion dollar market with new jobs and opportunities for innovative
companies, such as increasing market of delivery and other services (e. g. medicine
transportation). As the drone industry continues to grow, the number of drones
in the sky is expected to increase exponentially over the coming years. So, special
rules of traffic management should be implemented to complete the integration of
drone traffic within the existing air traffic management (ATM) eco-system, as left
unchecked, these drones present a serious threat to manned aviation. As for now,
there are described rules for unmanned aircraft airspace management and several
organizations are on the way of implementing them, in particular, FAA (Federal
Aviation Administration) with NASA, SESAR Joint Undertaking.
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Chapter 2

Related works

2.1 Air traffic management

Air traffic management systems [2] [6] [5] consist of many services that should work
together in real-time. Their main purposes are the organization of air traffic (helping
planes to take off, transit threw the airspace and safely get to the destination), pre-
vention of collisions of aircraft with other aircrafts or some obstacles during the flight

FIGURE 2.1: Modern Air Traffic Management [23]

in the airspace, providing some other information (e. g. weather conditions or noti-
fication about some events). To minimize the number of possible collisions between
aircrafts aviation authorities designed special separation rules, that is the minimal
distance in all directions that should be followed during the whole flight [34].

Identification of the aircraft in the airspace is made using radar. There are two
types of radars airspace controllers usually use: primary radar [14] and secondary
radar [25].

Primary air traffic control radars have the fan-shaped beam, narrow in the hori-
zontal direction and wide in the vertical direction to reach high-flying planes. This
beam scans around in a circle once every two-three seconds and echoes are displayed
on a circular display. The air traffic controller can track the echoes on display to de-
termine where the aircraft is heading.
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FIGURE 2.2: Example of radar screen [11]

Secondary radar is partly a communication system between aircraft and air traf-
fic controllers on the ground. A limited amount of information (e.g. aircraft height
and flight identification number) is requested by a controller on the ground and au-
tomatically supplied by a transponder on the aircraft [17] [12]. This used to be called
identification friend or foe, or IFF [20]. Secondary radar also acts as a radar system
because the position of the aircraft is found by measuring the range (from the time
delay between request and reply) and the azimuth, as measured by an antenna on
the ground.

FIGURE 2.3: Aircraft tracking [3]

Nowadays, secondary radar is used more than the primary radar, because there
is a huge amount of planes in the airspace, so it is easier to communicate with them
by means of secondary radar.
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2.2 Unmanned aircraft traffic management

As unmanned aviation (especially for delivering or long flights) is only becoming a
common thing, so rules for it are only in the developing stage. However, there are
several companies that already develop ATM systems, but they are responsible for
very limited areas of applying.

2.2.1 U-space

U-space [29] is a set of new services and specific procedures designed to support
safe, efficient and secure access to airspace for large numbers of drones. It was de-
signed by SESAR - the mechanism which coordinate EU research and development
(R&D) activities in ATM. They came up with the solution on how to build a good
system for unmanned aircraft ATM. It should consist of four layers:

• U-space foundation services that provide e-registration, e-identification and
geofencing.

• U-space initial services may include flight planning, flight approval, tracking,
airspace dynamic information, and procedural interfaces with air traffic con-
trol.

• U-space advanced services support more complex operations in dense areas
and may include capacity management and assistance for conflict detection.

• U-space full services offer integrated interfaces with manned aviation, support
the full operational capability of U-space and will rely on very high level of
automation, connectivity and digitalisation for both the drone and the U-space
system.

FIGURE 2.4: U-Space services [30]

2.2.2 Unifly

Unifly [31] is a private company founded by air traffic controllers and pilots. Their
solution is also based on U-Space blueprint, and they try to implement its layers
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step-by-step. For now, they developed an ecosystem that could work in Germany,
Austria, Denmark and Belgium due to contracts with local ANSPs. Their solution
includes Flight View module that designed to display both drone traffic and manned
traffic on a UTM supervisor screen, Map Manager that allows managing geograph-
ical data, Administration module allows the management of users or drones regis-
tration, The Flight Approval module will confirm if the drone operation is allowed
or not, etc. Also, they provide web and mobile applications for drone operators.

FIGURE 2.5: Unifly web application [31]

2.2.3 Matternet

One more example is Matternet [22]. This is a private company that develops sys-
tem mainly for healthcare, but also e-commerce and logistic organizations. As in-
stitutions in the medical domain sometimes urgently needed in some medicine or
even organ transportation to hospitals which are not provided with it at the moment
- drone transportation could help in such transportation. Their solution includes
Matternet M2 Drone, the Matternet Station and the Matternet Cloud Platform. The
Stations are the endpoints for drone flights and work only with M2 Drones.
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Chapter 3

Background information

3.1 Interaction of the system with the outside world

Our system is a server which aggregates the processing of all requests that were
addressed to it, calculations and data transformations, all business logic and flows,
accesses to needed data. The general flow of interaction between all needed parts
looks like the following:

• some client sends the request to our system; each request corresponds to the
specific use case that should be done;

• based on given information there are some calculations or other actions based
on flow inside the system;

• if the given information is not enough - then the system will ask some data
resource to provide it;

• the client receives the corresponding response.

FIGURE 3.1: Interaction of the system

3.2 Clients

Our system is designed and built to be used by clients. Usually, in the web-applications
front-end part of the whole application is the main client. There are several ways to
connect the front-end and back-end parts of the application. The most common one
is REST using HTTP requests. Also, this way of communication with the server
could be used not only by front-end client but also by other clients (e.g. another
server that needs some data from our server). Clients that could probably use our
system are officer portal (to check if the system is consistent) or drones themselves.
As usually unmanned aircraft use GSM [10] or WiMAX [33] technologies as a way
of the communication, and therefore have access to the Internet, they could easily
communicate with our system via it.

3.3 Resources

To function properly, our application should not only implement business logic and
do some calculations but also should have the ability to operate with some data.
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These data could be obtained by sending requests and getting a response from other
services by API or by connecting to some database server and getting data using
ORM. Despite the fact databases are not part of the system, sometimes they could
be developed and used by the same development team and mistakenly considered
as part of the system. In this case, they should also be considered as independent
instances.

3.4 System

During the system’s development, we should think about the separation of different
logic parts, so changes in one part will not impact other parts. So, we have de-
veloped the architecture of the system that consists of the following layers [18] [4]:
entrypoint, managers, engines, resource accesses, utils. This type of decomposition
is also called volatility-based decomposition. All parts of the systems encapsulate
some part of logic in themselves.

FIGURE 3.2: System layers

3.4.1 Entrypoint

Entrypoint stands for communication with clients. Web-portal for officer could com-
municate with the system over REST API, while aircrafts could communicate over
web-sockets or use REST API as well. Other possible ways of communication are
scheduled jobs, GUI. The way clients communicate with systems does not affect its
other parts. If we need to change the protocol of communication we simply replace
it with another library or framework, as the flows of business logic that will be called
from entrypoint will remain the same - we should only think of converting the result
to the appropriate format for the delivery mechanism.
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3.4.2 Managers

Managers encapsulate business logic or use cases in themselves. Each use case is
consisting of some other smaller activities. These activities, such as data transforma-
tion, some calculations or data access, are located in other parts of the system that
will be called by Manager.

Usually, there are several Managers in the system, and they stand for different
groups of related use cases.

3.4.3 Engines

Engines encapsulate part of business logic in themselves, and they are mainly re-
sponsible for calculations and data transformation. All such activities are grouped
in different Engines by main activity of each Engine. If some extra data needed dur-
ing the activity flow, then Engine calls corresponding Resource access.

3.4.4 Resource accesses

Resource accesses are adapters between the system and resources. This part of the
system could be changed most frequently as we can change the database to store our
data or data provider’s API, but our system should not be affected by these changes.

If some data is needed inside specific activity - Resource access could be called
directly from Engine. However, if a few consecutive activities will need these data,
then Resource access could be called from the Manager.

3.4.5 Utilities

Utilities are the cross-system part that consists of additional packages, that does not
relate to business logic but provide additional services (e.g. logging).
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Chapter 4

Approach

4.1 Scope

In our work, we focus on the first and partly on the second layers of U-Space ser-
vices. We provide registration and identification of drones and users, as well as
geofencing (possibility to avoid obstacles) from the first set of services. From the
second layer, we provide a basic implementation of flight planning, flight approval,
tracking, airspace dynamic information and we do not provide support of proce-
dural interfaces with air traffic control as it requires strong interaction with local
ANSP. These activities were divided into corresponding Engines which are assigned
to corresponding Managers.

FIGURE 4.1: Architecture of the system with involved agents

To implement such a system, we decided to use Python programming language [32]
for a few reasons [19].

Python provides high development quality as it has a very simple syntax. Com-
paring with compiled or strong typed programming languages the source code vol-
ume usually is times smaller. Thus, source code written in Python is easier to read,
reuse and support.

Also, Python has a huge amount of support packages which make development
easier.
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4.2 Resources

4.2.1 Database

Most of our data is stored in MongoDB [15]. It is more convenient for our application
for a few reasons.

First of all, we store flights and non-fly zones in the database. Each flight path
and all non-fly zones are represented as the lists of coordinates. To represent them
well in SQL, we should use two schemas - for path/zone itself and all related co-
ordinate points (connection 1-N). However, MongoDB is NoSQL [1] storage, which
works with documents, represented in JSON objects, and it does not require the de-
scription of such documents. So, we can simply create the specific key in such a
JSON object with a list of coordinates as the corresponding value.

Also, MongoDB is known to be faster then SQL-based databases in some cases [24].
It is an important aspect, as we have collection for unmanned aircrafts that are live
in our airspace. We need to update their position and get it in almost real-time.
However, it is not as fast as an in-memory database called Redis [16] which is also
NoSQL storage, but this is a key-value store while MongoDB is a document store.
Usually, it is used as cache as it holds data in RAM with the option to write data to
the database.

So, we decided to use MongoDB as a compromise decision between speed and
usability aspects.

Collections in which we store documents:

FIGURE 4.2: Documents example

4.2.2 Third-party API

However, not all data needed for our system is located in the databases. Some part
of our logic is related to geographical data. Nevertheless, there are cases when these
pieces of data are not coordinates of specific place themselves, but just a plain text -
the name of some location. To deal with this problem, we use OpenStreetMap API.
By giving the name of the location, it returns the exact geographical coordinates of
that place.
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4.3 Managers

As managers are part of the system that encapsulate business logic in themselves,
and there are quite different use cases in the scope of our system - we decided to
group them into the following three managers.

4.3.1 Membership manager

Main manager use cases are registration and identification of users and drones. Reg-
istration of the user is done by a unique username and password that will be hashed.
During authentication, the user will send their username and password and based
on these data, JWT will be generated. This token then will be sent back and can be
used to make requests related to operations with drones.

Registration of drone could be done by the user after authentication step, and
then it will be linked to this user in the database.

4.3.2 Schedule manager

The main goal of this manager’s use cases is everything related to flight planning.
When the user is planning to establish the flight they give all needed information,
that is information about start and end points of the flight (these points could be in
coordinates notation or in place’s name notation that will be converted to coordi-
nates one), information about the time when a flight should take place and one of
the drones that are registered by this user.

4.3.3 Airspace manager

This manager is responsible for live airspace events. Authentication of the drone be-
fore the beginning of the flight should take place with JWT issued to the user before.
If the system does not find a connection between the user and drone - flight might
not be started. Moreover, during the flight drone should regularly send information
about its current position in the airspace, that is latitude, longitude and height.

4.4 Engines

To make the application flexible and decomposed, we identified two Engines in our
architecture. They encapsulate parts of calculation logic inside themselves in such
a way that changes in one engine will not affect the functionality of other engines.
Changes in resource accesses that are used inside engines and changes in managers
that call specific engine will not affect the engine, as well.

4.4.1 Path Engine

The main goal of this engine is to build the path by given route, where the route is
coordinates of the start and the end, while the path is a sequence of adjacent coor-
dinate points. Using appropriate resource accesses it can operate with such data as
a list of NFZs to build path correctly and flights that are compatible with the given
flight.

To build a path we applied an algorithm that first checks if there any NFZs (red
rectangles on Figure 4.3) intersecting direct segment (grey line on Figure 4.3) from
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start point to the end point (black dots on Figure 4.3). To achieve this, we use cal-
culations in 2D space, as we assume that flights will not be too long in the distance
and the sphericity of the Earth will not have an effect on calculations. Then we use a
function that calculates the convex hull [8] of all point of all NFZs that are between
route points to find the convex ways (green lines on Figure 4.3) that will not intersect
with any of given NFZ. Then we select the shorter of the convex ways (green line
beneath the level of grey line on Figure 4.3) Although, this algorithm will work ex-
cellently in most situations, it is not 100% accurate and could show the worse result
in edge situations.

FIGURE 4.3: Making hull to avoid NFZs

Also, in this engine, there are checks if the flight with this path could be allowed
to be done. For example, if the length of the flight’s path is shorter then maximum
distance drone assigned to this flight could cover (the length of the path is calculated
by summing length of segments the path consist of; length of each segment is cal-
culated using Vincenty’s method [28]); or if this flight’s path does not intersect with
other flights’ paths in a given area at the same point of time.

4.4.2 Validation Engine

The main purpose of this engine is to validate the state of the drone in the live
airspace. First of all, there is a regular check of the time when specific unmanned
aircraft has sent its data. If the time value extends the threshold - the system will
change the status of this drone. Also, there is a validation if the drone is keep go-
ing in his way and has not deviated from the right direction. We can calculate it by
checking firstly if segment and point are aligned using vector cross product [27] and
if so, whether it belongs to the segment or not (Figure 4.4).

FIGURE 4.4: C belongs to segment AB

4.5 Entrypoint

For communication with clients, we provide API. All information about correspond-
ing requests and responses they provide could be found in the Figures:
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• Create user - Figure 4.5

• User authentication - Figure 4.6

• Get all drones of specific user - Figure 4.7

• Get info about all live drones - Figure 4.8. Note, that if during the flight drone
will not send data about its position or will deviate from its route - the sta-
tus of the corresponding drone will be changed, and client that will receive a
response will be able to notify responsible people (e. g. air traffic controller)

• Create drone - Figure 4.10

• Drone authentication for the flight - Figure 4.11

• Update information about drone location - Figure 4.12

• Get information about drone - Figure 4.13

• Delete information about drone - Figure 4.14

• Get information about all flights = Figure 4.9

• Create flight - Figure 4.15

• Get information about flight by id - Figure 4.16

• Delete flight - Figure 4.17
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FIGURE 4.5: Create new user
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FIGURE 4.6: User authentication
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FIGURE 4.7: Get user’s drones
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FIGURE 4.8: Get information about all live drones

FIGURE 4.9: Get information about all flights



18 Chapter 4. Approach

FIGURE 4.10: Create drone
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FIGURE 4.11: Drone authentication for the flight
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FIGURE 4.12: Update information about location
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FIGURE 4.13: Get information about drone
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FIGURE 4.14: Delete information about drone
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FIGURE 4.15: Create flight
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FIGURE 4.16: Get information about flight
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FIGURE 4.17: Delete information about flight
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Chapter 5

Results

As a result of our work, we have designed the architecture for the decomposed sys-
tem and implemented it using Python. This system can control the status of airspace
and automatically create flights for it. Access to the system takes place via REST
API.

To validate the stability and consistency of our system, we used Python script in
which in several threads, we were sending requests to our server. As a result, there
were no data collisions.

Example of our path-building algorithm result (red polygons are NFZs and blue
polygonal chains are paths):

FIGURE 5.1: Path-building algorithm result
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Chapter 6

Future works

As next steps, we could try to establish a front-end part for our system with the
drone operator and air space controller portals. Drone operator on such portal could
register drones and establish flights for them while the controller will have the ability
to monitor the state of the live airspace.

One more point to improve is our path-building algorithm as it does not guar-
antee 100% accuracy. The possible solutions could be Dijkstra’s Shortest Path First
algorithm [21] or A* search algorithm [13].
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